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Safeguarding National Security against Al/Quantum Threats.

Change the Keys; not the Locks

Al and quantum computing pose a well recognized threat to National Security. In fact, China in particular has invested heavily
in both Al and quantum computing in order to break current encryption algorithms. In response, Entrokey Labs has developed
and patented a scalable, stateless, software-only solution that enables our nation’s warriors immediate crypto-agile mission
assurance without change to hardware or platforms. Entropy is foundation of cryptological security, and our technology
delivers unparalleled entropy levels at-scale--well beyond current NIST standards--ensuring American assets remain
resistant to emerging Al-driven brute-force attacks, impending quantum threats, and existing “harvest now, decrypt later”
vulnerabilities. We do this while saving the taxpayer unprecedented amounts of existing allocated and planned budget.

Our real-time demonstrated entropy scores approach the theoretical maximum ensuring resilience against the most advanced
decryption technigues. Entrokey’s solution is designed for maximum adaptability and seamless integration across
on-premises, off-premises, and edge environments. It serves as the universal entropy source, adaptable to any algorithm
used by the DoD and IC. Entrokey Labs also provides an auditing tool that continuously analyzes entropy scores, to ensure—in
real time—national security grade entropic keys.

Benefits of Entrokey’s Software-Defined Approach for Cryptocurrency Exchanges and Wallets

e Extends cryptographic resilience against Al threats e Infinitely scalable, delivering real-time, zero-latency key
today and quantum threats by over a decade generation and distribution
e Real-time entropy scoring for every key e Avoids fragility and external interference common in

hardware-based solutions
e Millisecond transaction speeds
e No infrastructure changes needed. Evolves alongside

e Plug-and-play deployment ensures cost-effective no hardware and software infrastructure
lethality reductions
e Crypto-agility, when and where you need it. Operations

e Pushes out crypto modification requirements can be on-prem, cloud or edge environments

Ready to rethink encryption? Let Entrokey Labs future-proof your security.

Discover more at entrokeylabs.com

Contact: Patrick Hearn


http://entrokeylabs.com
https://www.linkedin.com/in/patrick-hearn-18a2b5/
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Disclaimer

The information contained herein is for informational purposes only, and is subject to change without notice. While every
precaution has been taken in the preparation of this document, it may contain technical inaccuracies, omissions and
typographical errors. Entrokey Labs is under no obligation to update or otherwise correct this information. Entrokey Labs Inc.
makes no representations or warranties with respect to the accuracy or completeness of the contents of this document, and
assumes no liability of any kind, including the implied warranties of noninfringement, merchantability or fitness for particular
purposes, with respect to the operation or use of Entrokey Labs hardware, software or other products described herein. No
license, including implied or arising by estoppel, to any intellectual property rights is granted by this document. Terms and
limitations applicable to the purchase or use of Entrokey Labs products are as set forth in a signed agreement between the
parties or in Entrokey Labs Standard Terms and Conditions of Sale. Entrokey Labs, its logo, and combinations thereof are
trademarks of Entrokey Labs. Other product names used in this publication are for identification purposes only and may be
trademarks of their respective companies. These products are produced under US Patent US-12321719.
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